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Abstract

Digital forensics and criminal policy are undergoing transformational processes 
related to technological development. In order to speed up the development of relevant 
knowledge and skills, a training process is intensively planned, which is characterised by 
a flexible approach to learning information. Learning digital forensics has certain chal-
lenges that both practising experts and future experts face. Therefore, in order to promote 
the development of this knowledge, it is important to offer international experience and 
knowledge transfer, including using open educational resources. The aforementioned 
would allow interested parties to gain in-depth knowledge in the field of digital forensics 
using the approach of different countries both in theory and in practice. The purpose of 
the article is to outline the role of digital forensics in modern life, as well as to emphasise 
its connection with the implementation of criminal policy. The article will examine 
the point of view of both Latvia and Ukraine on the development of digital forensics in 
interaction with the creation of forensics.
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Introduction

Scientific and technological progress in countering crime as well as the general 
digitalisation of all social spheres are closely linked to the development of a new field 
of forensic knowledge – digital forensics and the use of digital evidence in the process 
of obtaining proof. An important trend of criminology is the integration of knowledge, 
offering the latest, innovative developments of science aimed at solving the tasks of 
combatting crime (Shepitko, 2019).

Digital forensics and criminal policy is a component of science that has been widely 
used in the development of technological progress around the world. Both in theory 
and in practice, digital forensics and criminal policy are specific and the scope of their 
knowledge and skills depends on several factors (Margot, 2017).

Modern society is also called digital society. Essentially, it is a parallel and virtual 
world, creating new realities and precisely identifiable identities that are not always com-
prehensible. Digital technologies are gradually beginning to cover ever wider fields and 
areas of activity. As a result of the influence of objective and subjective factors, public 
life is moving towards the electronic environment, where our existential future is also 
possible. The legal field is not an exception either, in which digital legal proceedings and 
record keeping are successively included, also using electronic evidence. Digital forensics 
is interesting and promising, where innovative technologies are used to analyse the state 
of crime, predict its trends and develop proactive measures to prevent it. 

Modern criminality increasingly uses modern technologies, including remote 
digital ones, which significantly expands the income of criminal organisations and makes 
it difficult to detect relevant crimes. In this context, the creation and improvement 
of new technological approaches in the detection of criminal offences is particularly 
effective.

Therefore, 21st century forensics must be methodologically and innovatively dif-
ferent from the crime detection processes of the last century, which are based on new 
technologies and innovative methodologies. The law enforcement system, following 
the process of transformation of criminal structures, creates and determines the devel-
opment of digital forensics, which is a sub-branch of legal science regarding finding, 
taking and using possible evidence, in accordance with the provisions of the Criminal 
Procedure Law, as well as about the scientific research of objects of a criminal nature, 
using a new methodology. It can be recognised that the emerging digital forensics is 
a branch of forensic technique and methodology that deals with the acquisition of possible 
elements of a criminal nature on digital devices, their identification and the performance 
of investigative activities (expertise) in connection with cybercrimes. Originally, the term 
“digital forensics” was used as a synonym for computer forensics. By its very nature, digital 
forensics is the process of recording, identifying, preserving, analysing and documenting 
digital evidence, with the aim of adding relevant evidence to criminal cases, or using it 
in civil or administrative proceedings.
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One of the known early cybercriminals is Kevin David Mitnick. In 1979, at the age 
of 16, K. Mitnick gained unauthorised access to a computer network for the first time. 
He broke into the DEC computer network and copied their software. DEC spent USD 
160,000 on eliminating the consequences. Only in 1988 was he convicted of this crime. 
The conviction was based on digital evidence that proved K. Mitnick’s unauthorised 
access to the DEC computer system. He was sentenced to 12 months in prison and three 
years of supervised probation. At the end of his probation, K. Mitnick still committed 
cybercrimes for which he was wanted. By the time of his arrest in 1995, he had become 
the most wanted computer criminal in the United States. It must be admitted that 
the cybercrimes committed by K. Mitnick and others contributed to the development 
of digital forensics.

Digital forensics is traditionally used in the activities of law enforcement agencies, 
recording possible criminal offences against users of digital technologies, unauthorised 
(illegal) intrusion into computer networks, illegal use of a wireless network, unauthorised 
access to restricted or private databases, development and use of malicious software, 
hacking of e-mails, theft of electronic identity data or its use, etc. It is traditionally asso-
ciated with criminal proceedings where evidence is collected. Digital forensics is often 
part of a larger investigation that spans multiple disciplines. In some cases, the collected 
data is used as operational information for purposes other than legal proceedings (e.g., 
to detect, identify or stop other crimes). 

Digital forensics in the current conditions, which is related to the socio-political 
order and the specific development trend of society, significantly overcomes the new 
boundaries. Forensic and security technologies are broader than the framework of 
forensic science. 

Also worth noting are the main challenges facing digital investigation:
 1) the sharp increase in the number of computers and other digital technologies, 

as well as the widespread and intensive use of internet access;
 2) availability of simple hacking tools;
 3) a specific process of taking and analysing digital material evidence, which 

often complicates criminal prosecution;
 4) a large amount of disk space in terabytes, which makes this research work 

difficult;
 5) any technological changes require updates or changes in solutions;
 6) electronic records are extremely expensive to produce and store;
 7) lawyers must have extensive and sufficient computer knowledge;
 8) in the investigative process and in the courts, reliable and convincing evidence 

must be presented;
 9) if the tool used for digital forensics does not meet the set standards, then 

the evidence in court can be rejected by the judge;
 10) the lack of technical knowledge of the investigator may not have the desired result;
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 11) digital investigation has new specific capabilities;
 12) new technologies provide additional opportunities to gather sensitive informa-

tion when computer systems or networks are compromised;
 13) cybercriminals can be effectively tracked from anywhere in the world;
 14) help protect the material resources of digital technology users;
 15) enable the obtaining, processing and interpreting of accurate digital evidence 

that proves the guilt of defendants in court.

1 Digital Forensics Is Used in the Learning Process

Digital forensics is also used in the process of learning forensics. In this process, 
there are opportunities to perform a virtual inspection of the scene, and the creation 
of a simulated scene. Modelling virtual situations and creating an appropriate training 
complex is useful for future investigators, operational officers, and law students.

The interactive training system allows one to simulate virtual forensic landfills, 
including accident sites, and to create training scene viewing scenarios. Situations can 
be used to practise qualitative investigative activities using specific forensic techniques 
(Kummer, Delémont, Voisard, & Weyermann, 2022). 

Digital forensics can be used by comparing the nature of the criminal offence, 
and the means to be used, in order to record the coincidence of the specific crime 
with violations of an analogous nature in operational mode. Thus, the New York Police 
Department has developed artificial intelligence crime recognition computer software 
called Patternizr. The software, which is available in the unified intelligence database, 
allows each of the department’s 77 police stations to compare robberies, thefts, murders 
or attempted murders with hundreds of thousands of crimes recorded in the New York 
Police Department’s information system. So, for example, the software made it pos-
sible to detect two thefts, which were carried out in different regions, by identifying 
the suspect where a drill was used to break into the property. The person responsible 
was arrested and found guilty of theft as well as violent assault.

Currently, counterfeiting of Covid vaccine and testing certificates is increasing. 
There is an increase in the number of relevant service offers. So, in the UK, more than 
1,200 fake sellers operating around the world have been caught offering fake documents 
with a negative Covid test result for £ 25. By March 2021, digital forensics researchers iden-
tified more than 1,200 respective service providers. Only certain software can be accessed 
on the respective internet network. Encrypted messages are available on the platforms 
WhatsApp, Telegram and Jabber. 
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2 European Union Criminal Law Policy 
in the Field of Digital Forensics

The European Union’s security strategy aims to improve cross-border access to 
electronic evidence in criminal investigations. Electronic information and evidence is 
required in approximately 85% of serious crime investigations, while 65% of all requests 
are sent to service providers based in another jurisdiction. The EU can help law enforce-
ment agencies develop the necessary capabilities to identify, secure and read data needed 
to investigate crimes and use that data as evidence in court. The Commission will explore 
measures to improve law enforcement’s digital investigative capabilities, identifying how 
best to use research and the development of new technologies to create new tools for 
law enforcement, and how training can offer the right skill set for law enforcement and 
the judiciary.

Due to the intense development of cybercrime, the EC Council has created a certi-
fied forensic investigation programme (Council’s Certified Hacking Forensic Investigator 
(CHFI)). EC Council Certified Hacker Forensic Investigator is the only comprehensive 
ANSI-accredited programme that provides organisation, vendor-neutral training in 
digital forensics. CHFI provides a rigorous understanding of digital forensics, introducing 
a detailed and methodological approach to digital forensics and evidence investigation 
based on the Dark Web, IoT and Cloud Forensics information analysis. The tools and 
techniques included in this programme focus on an innovative approach to digital inves-
tigations for trainees using revolutionary digital forensics technologies. The programme 
is designed for IT professionals involved in information systems security, computer 
forensics and incident response. Such a new approach will help strengthen the applied 
knowledge of digital researchers in digital forensics, cybercrime investigators, forensic 
analysts, incident responders, and security executives. But in this case there are also 
challenges related to data protection during the provision of the process (Verma & 
Ramanathan, 2022).

3 Digital Forensics Is Developing in Ukraine

Digital forensics is developing fairly rapidly in Ukraine. Its development is enhanced 
by new challenges caused by aggression from the Russian Federation and the need to 
develop new remote electronic tools for searching, collecting, recording and investi-
gating traces of criminal offences (Kriminalistika ir teismo ekspertologija: mokslas, 
studijo, 2022). 

The development of digital criminology takes place in three main directions: 
 1) the formation of a separate scientific field in criminology; 
 2) application of special knowledge when working with digital evidence; 
 3) conducting forensic examinations (in particular, computer and technical exami-

nation) (Shepitko, 2021). 
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Due to the accelerated forming of digital forensics, different definitions of it have 
been given by Ukrainian scientists. Mykhailo Dumchykov offers to define “digital foren-
sics” as a new science dedicated to the issues of working with specific information traces, 
developing modern technologies to optimise the activity of the investigator, expanding 
the possibilities of interaction of various law enforcement agencies, expert institutions 
in the investigation of crimes (Dumcikov, 2020). Anna Kolodina and Tetyana Fedorova 
marked out “digital forensics” as an applied science of solving crimes related to computer 
information, researching digital evidence, methods of finding, obtaining and securing 
such evidence (Kolodina & Fedorova, 2022). There is also a more succinct definition of 
“digital forensics”: applied science, the main purpose of which is the analysis and inves-
tigation of cybercrimes (Rudyy, Senyk, Rudyy, & Senyk, 2018).

In Ukraine, the understanding of Digital forensics is related to international defi-
nitions. Nevertheless, in practice these definitions are broader than the national under-
standing of digital forensics. 

Definitions similar to these are offered by other researchers. Marie-Helen Maras 
in her book “Computer Forensic: Cybercriminals, Laws, and Evidence” says: “Digital 
forensics is a branch of forensic science that focuses on criminal procedure law and evidence 
as applied to computers and related devices” (Maras, 2014). According to Ademuyiwa 
Sanya-Isijola “digital forensics” is the collection, preservation, analysis and presentation 
of digital evidence extracted from any source of digital evidence that can be used to 
identify criminal activities or other activity that constitutes a violation” (Sanya-Isijola, 
2009). Some scientists divide “сomputer forensics” from “digital forensics” like Talib 
M. Jawad Abbas did: “Computer forensics focuses on extracting evidence from a particular 
platform (Computer), digital forensic covers extracting evidence from all forms of digital 
evidence” (Jawad Abbas, 2013).

Common to all definitions is the application of the provisions of digital foren-
sics in the investigation of offences committed in “cyberspace” and with the use of cer-
tain devices.

“Cyberspace” is defined in Ukrainian legislation by forensic scientists and lawyers, 
whose definitions are mainly common and similar in content.

According to the Law of Ukraine “On the Basic Principles of Cybersecurity in 
Ukraine” (2017) cyberspace – an environment (virtual space) that provides opportunities 
for communication and/or the realisation of social relations, resulting from the opera-
tion of shared (interconnected) communication systems and the provision of electronic 
communications using the internet and/or other global data transmission networks. 
Dmytro Dubov interprets it as an environment created by an organised set of informa-
tion processes on the basis of information, telecommunication and information-tele-
communication systems united by general principles and rules, regardless of the form 
of ownership (Dubov, 2014).

Сyberspace is an environment, where digital traces of cybercrimes are left. Digital 
traces – technical devices or devices designed to receive and process information in digital 
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form using digital technologies (Avdejeva, 2018). As with other types of evidence, digital 
traces can be characterised by specific properties.

Specific properties of digital traces are as follows. There is another list of dig-
ital traces properties given by Jonas Hedman, Nikhil Srinivasan and Rikard Lindgren 
(Hedman, Srinivasan & Lindgren, 2013). They describe digital traces as: 

Traceable

Programmable Addressable Sensible Communicable

MemorisableAssociable
 

Here we can see that both lists of marked out properties relate to digital traces as 
a result of the criminal’s influence on digital information by accessing it, and constitute 
any changes related to the crime. 

The subcommittee on standardisation in the field of information technology 
security of the International Organization for Standardization and the International 
Electrotechnical Commission (ISO/IEC JTC 1/SC 27 “IT Security techniques”) of the Joint 
Technical Committee on Information Technology (ISO/IEC JTC 1 “Information tech-
nology”) made the first attempt to regulate work with digital evidence by publishing 
the first international standard – ISO/IEC 27037:2012 “Information technology. Security 
techniques. Guidelines for the identification, collection, acquisition and preservation of 
digital evidence”. Currently, this standard has been harmonised in Ukraine by being trans-
lated, and from 1 January 2019, it entered into force as the National Standard of DSTU 
ISO/IES 27037:2017 (ISO/IES 27037:2012, IDT) “Information technologies. Protection 
methods. Guidelines for the identification, collection, acquisition and preservation of 
digital evidence” (Nakaz Ukrainim, 2017; Nacionalnij Standart Ukraini, 2019).

3 Cases of Using Special Software in Ukraine

Computer systems in the field of forensic research include, for example, the “Rikoset” 
ballistic system. Foreign systems “Balex” used in the examination of firearms, “Kortyk” 
examination of cold weapons, “Avtoeks” investigation of vehicle collisions with pedes-
trians and many others (Ivanov, Ivanov, Karasjuk, 2010).

Also, among the programs for automating examinations, the following can be 
distinguished: “Pocerk”, “Oldman”, “Left”, “AGE. SEX”; for portrait examination – 
“BARSPortret”, “Portret-Poisk”; for examination of video and sound recordings – 
“PINGUIN – IP”, “EXPAD”, “Signal Viewer”; for the research of materials, substances 
and products – “Provoloka”, “Spirt”, “Farm”, for explosion research – programme for 
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determining the power of an explosive charge “Руїна” (Hahanoskij, 2011). In Ukraine, 
statements and notifications about offences or events can be sent to the “102” unit 
using various types of communication, the integration of which with the “Information 
Portal of the National Police of Ukraine” system is allowed by the National Police 
of Ukraine, in particular: in the form of short text messages (SMS messages); by 
e-mail; from mobile applications; other specialised software and technical means  
(Rudyy, Senyk, 2018).

Conclusions

There is a growing interest in digital forensics, which is indicated both by the lack 
of experts at the national level, and also by the number of crimes based on offences com-
mitted in the digital environment, or offences that require digital skills for their detection. 
Accordingly, the demand for specialists is also increasing, but there are several obstacles 
to meeting the demand, related to both national-level policy planning and international 
regulation, which limit educational opportunities.

It is important to define the scope of digital forensics from a scientific perspective 
and study its impact on forensic science as a whole.

There is a clear lack of standardisation and structure in both existing educational 
programmes and those developing new digital forensics programmes. Proper exchange 
of information between educational and professional institutions, and an expanded edu-
cational base with cross-border practice is not established. 

The field of digital forensics and its various sub-fields such as mobile devices, cloud, 
network and vehicle forensics have continuously attracted academic interest and attention. 

Improving the quality of digital forensics can be achieved using open educational 
resources created based on requirements at the national level, but at the same time not 
limited to national expertise, but involving cross-border partners.
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