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Abstract

Have you ever received a frighteningly personalised advertisement with a spe-
cific product at the moment when you are thinking about buying that product? Digital
technologies have huge positive potential, but their uncontrolled use poses many risks.
However, the notion that the current direction of technological development is unavoid-
able and that the problematic aspects of technology simply need to be tolerated poses
a much greater threat to the future. Therefore, this paper discusses one of the risks —
personalised advertising that seeks to exploit consumer vulnerabilities. Thereby, the aim
of the article is to analyse legal problems of targeted and personalised advertising that
seeks to exploit consumer vulnerabilities and to propose ways to solve the identified
problems. In the article, the author puts forward a thesis (hypothesis) that consumers
should be protected from personalised and targeted online advertisements that seek
to exploit their vulnerabilities. The hypothesis of the article is confirmed. Therefore,
the article identifies four ways that, in the author’s opinion, will improve or will provide
consumer protection from personalised advertising that seeks to exploit consumer vulner-
abilities. In addition, to fully reach the aim of the article, the author analyses the concept
of consumer vulnerability. In brief, the article affirms that all of us can be vulnerable in
a situation. Therefore, the article applies to all of us.

Keywords: personalised advertising, vulnerable consumer, unfair commercial
practice.
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Introduction

Today’s digitalisation brings such new technologies in the world common trade
market as artificial intelligence, big data, digital tools of data gathering and knowledge
generation. Therefore, online advertising is becoming more and more personalised.
A chance to reach the exact consumers who might purchase the product is a dream
come true for businesses. Consumer profiling is not a new phenomenon, but the scale on
which traders can explore consumers now has changed. As consumer behaviour studies
have shown, highly personalised and targeted online advertisements influence consumer
commercial decision radically more effectively compared to their offline counterparts
or general content digital advertisements.

The potential benefits of personalised and targeted online advertisements are
appreciated by different subjects — business, consumers, third parties; for example, per-
sonalised and targeted online advertisements delivery providers. The potential gain for
business is a more effective content of advertisements and distribution of advertisements,
as well as a higher chance of concluding a transition with consumers. At the same time,
a potentially more relevant content displayed, lower transaction and search costs can be
mentioned as potential benefits for the consumer.

Nevertheless, there are losses of consumer decision autonomy, privacy, and other
protected legal values, for example, the risk of aggressive advertisement, the risk of
discrimination in advertising, the risk of missing out (seeing only the content falling
into historically revealed preferences). The author discusses the risk of exploiting
consumer vulnerabilities. With the access of artificial intelligence, big data, digital
tools of data gathering, knowledge generation and merging it with the insights of con-
sumers behaviour and cognitive studies, businesses understand consumer transactional
decision-making better than consumers themselves. This opportunity can promote
digital market manipulation, which seeks to exploit consumer weaknesses. Certain
forms of nudging or personalised advertising, especially when consumer choice is
limited due to trader’ monopoly or when the consumer is particularly weak, can be
an indicator of unfairness. The artificial agent itself can learn how to exploit consumer
vulnerabilities and sensitive information. Therefore, in the author’s opinion, exploiting
consumer vulnerabilities at the advertising process may result in aggressive commercial
practices.

Therefore, the object of the article is the use of technological practice, whose
product is targeted and personalised advertisements that seek to exploit consumer vul-
nerabilities. The aim of the article is to analyse the legal problems of targeted and per-
sonalised advertising that seek to exploit consumer vulnerabilities and to propose ways
to solve the identified problems. The following general scientific research methods have
been used to achieve the aim: grammatical, teleological, systematic, analytical, deductive,
and inductive. The research is based on the framework of the European Union consumer
law, scientific literature, case law, and studies of market practice.



S OCRATE S RSU elektroniskais juridisko zinatnisko rakstu zZurnals 2020, NR. 1 (16)

Zanda Davida. Consumer Rights and Personalised Advertising:
Risk of Exploiting Consumer Vulnerabilities

In the article, the author puts forward a thesis (hypothesis) that consumers should
be protected from personalising and target online advertisements that seek to exploit their
vulnerabilities. The article has been concluded with proposals and recommendations of
ways how to realise the thesis in the European legal framework and practice.

Personalised Advertising in Context

The origins of advertising can be traced back to ancient Greece and even in
the oldest history of mankind. Traditionally, advertising is understood as any form of
announcement or endeavour associated with economic or professional activity, intended
to promote the popularity of or demand for goods or services [1, Section 1J; 2, Article 2,
point (a)]. Another important feature of advertising is paid content [22, 40]. The historical
development of advertising is closely linked to political and historical processes of each
nation state. For example, in Latvia, advertising appeared as a paid service already starting
with the recognition of the Latvian state — 100 years ago. However, during the Soviet
occupation, there was no competition and free choice in the economy. Consequently, then
the meaning of advertising in the territory of Latvia had disappeared [21, 670]. Therefore,
one content advertisement can be understood differently by different consumers in dif-
ferent countries. This is one of the reasons why advertisers try to adapt advertisements
to the needs of a specific market and now to the needs of an individual consumer.

The will to reach a particular category of consumers by advertisers is called a phe-
nomenon of audience construction in advertising. Draper and Turow argue that it is
nothing new and can be traced all the way back to different media, including television,
radio, and press [5, 1-23]. In those times personalised advertisements were generally based
on segmentation. For example, advertisements for women are speeded at magazines for
women, but advertisements for children are displayed on television between cartoons.
With digital technological advancement, the searches for methods on how to personalise
ads more effectively are on top now. Therefore, at present, we can see how advertising
which is based on personalisation takes over or mixes up with advertising which uses
the approach of segmentation. Researchers of the European University Institute argue
that targeted and personalised advertising is the party that nowadays seems best prepared
and where everyone wants to be. Having the ability to reach exactly the consumers who
might purchase the product, in a way that they will find most convincing is a dream
come true for businesses [8, 48]. Nowadays advertisers can come very close to individual
consumer needs, desires and even fears.

Extensive research can be devoted to discovering the content of the concept
of personalised advertising in the digital area because the concepts of personalised
advertising are varying by research field, the aim of the study, the author’s point of
view and technological progress. Without going into the nuances of the concept of per-
sonalised advertising, personalisation the context of this paper can be understood as
a tailored display of information [12, I], but personalised advertising in the digital area
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is technological practice, made possible by extensive data gathering and knowledge
building. Personalised advertising is no doubt changing with the development of digital
technologies, therefore strict definition of personalised advertising is not welcome for
the content of this paper.

Legal Aspects of Personalised Advertising

Rott states that this is not new that advertisements are invasive, but personalised
advertising feels more invasive because it shows that someone knows more about us than
we have meant to tell them [17, 45]. Information of consumers is required to create and
deliver personalised advertising. This information is called consumer data. Organisation
for Economic Co-operation and Development (OECD) have made categories of personal
data [14, 11]. They are based on methods how traders collect online data of consumers:
1) requiring consumers to fill an online form (volunteered data), 2) installing cookies
in consumers’ personal devices (observed data), and 3) using advanced data analytics or
machine learning to infer certain consumer characteristics (inferred data). For example,
volunteered data is consumer name, phone number, e-mail address, date of birth, address
of delivery, responses to surveys, professional occupation, level of education. Observed
data — IP address, operating system, past purchases, website visits, speed of click through,
user’s location, search history, “likes” on a social network, but inferred data is income,
health status, risk profile, responsiveness to ads, consumer loyalty, political ideology,
behavioural bias, hobbies.

Those examples are not exhaustive, but it must be emphasised that examples of
inferred data are the most disturbing and fearing. For example, in a 2013 US Congressional
hearing it was stated that data brokers were found to compile lists of consumers using
segments such as “rape sufferers” and “AIDS/HIV sufferers” [9]. Inferred data discover
sensitive information about the consumer. It makes consumers vulnerable to manipula-
tion because traders know almost everything about the individual consumer. Also, there
can be mistakes, because inferred data is based on data analytics or machine learning,
inferring certain consumer characteristics. This means that traders can get incorrect
data from individual consumers and draw wrong conclusions. It may result in inap-
propriate or even unfair offers and personalised advertisements. Forbrukerradet study
“Out of Control” shows that even if regular consumers had comprehensive knowledge
of technologies and systems driving the AdTech industry, there would still be very lim-
ited ways to stop or control data exploitation [7, 9]. This means that the consumer can
understand that the offers are unfair, yet without the means of affecting it. If a trader
has a monopoly position or consumer needs to buy service immediately, this situation
may affect consumer economic situation. For example, flight tickets are more expensive
than during the regular case.

However, the above-mentioned is not enough to argue that generally personal-
ised advertising is not unfair commercial practice according to the Unfair Commercial
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Practice Directive. On the contrary, personalised advertising is part of technological
progress which is neither necessary nor desirable to be stopped. For example, personalised
advertising brings a lot of gain for traders: more effective content of ads, more effective
distribution of ads and a higher chance of concluding a transaction; it brings gain also
for consumers: potentially more relevant content displayed, potentially lower transac-
tion and search costs [8, 49]. Despite the benefits, personalised advertising as a part of
technological progress needs to be controlled. Howells emphasises that advances in
technology should not in themselves be an excuse for deregulation [10, 171], especially
if it is possible to distinguish significant risks of breach of European Union consumer
law and legal principles.

This article puts forward the first thesis that personalised advertising in combi-
nation with other circumstances can be recognised as unfair commercial practice. For
example, if personalised advertising is based on consumers’ discrimination, vulnerability,
manipulation or personalised advertising is not transparent or consumer does not have
a choice to turn off or select data which he transfers to a trader. Also, in the situation
when a trader uses consumers’ data, monopoly position can lead to unfair commercial
practice. Further in the paper will be analysed the question whether a consumer should
be protected from personalised and targeted online advertisements that seek to exploit
their vulnerabilities.

What is Consumer Vulnerability?

European Union consumer law operates with two concepts of consumer: average
consumer and vulnerable consumer. Both legal concepts are important, because not all
commercial practices may be evaluated from the view of the average consumer. Namely,
different commercial practices, and even the same practices in different circumstances,
may be found to have different effects depending on the type of consumer they reach or
affect [19, 68].

Reich and Micklitz explain that vulnerable consumers are those who cannot, or can
no longer, cope with the requirements of the modern consumer society. These consumers
run the risk of being isolated from social and economic life, be it by over-indebtedness,
illness or a lack of possibilities to communicate [16, 46]. It is important to mention that
there are conceptional differences in the European Union consumer law. For example,
the Unfair Commercial Practice Directive [3, Recital 18] does not speak of the “vulnerable
consumer”, but of “consumers whose characteristics make them particularly vulnerable”
to unfair commercial practice. However, the practical legal comprehension of consumer
vulnerability does not change a lot: consumer vulnerability is referred to any situation in
which an individual may be unable to engage effectively in a market and as a result, it at
a particularly high risk of getting a poor deal [18, 4]. The term consumer vulnerability
is broad and must be filled with constant in each case per se. Therefore, all of us can be
vulnerable in a particular situation.
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The study of United Kingdom Competition and Market Authority distinguishes
between two broad categories of consumer vulnerability: 1) market-specific vulnerability
which drives from the specific context of particular markets, and can affect a broad
range of consumers within those markets; and 2) vulnerability associated with personal
characteristics such as physical disability, poor mental health or low incomes, which
may result in individuals with those characteristics facing particularly severe, persistent
problems across markets [18, 4].

In a certain market, all of us can be vulnerable. Therefore, we do not need specific
personal characteristics that redirect us from “average consumer”, for example, when
the consumer purchases in an emotionally stressful situation. A vivid example of this
situation is funeral services. The vulnerability can also occur when purchasing a com-
plex service (for example, financial services or purchase of real estate) or if a consumer
is required to make a choice when a consumer does not fully understand the options
available to him (for instance, services of free electricity market). To be vulnerable associ-
ated with personal characteristics consumers need to have, for example, mental health
problems, physical disability, being elderly, have low income, lack of time, lack of skills, or
confidence to use the Internet, education level. Those examples are not exhaustive. Signs
of vulnerability may change; new ones may come. For example, in the legal literature it
is stated that “social deprivation” is a growing problem in this context [16, 46], but after
economic crises in the European Union has become an actual low-income sign.

One iteration of targeted advertising is known as “emotional targeting”, which
analyses a person’s emotional state based on parameters such as behavior, sentiment
analysis, facial recognition, and more, to increase the chances of influencing behavior
[6]. Some studies conclude that we are all in a potentially vulnerable position when faced
with behavioral targeting because technology is designed to circumvent the defense
mechanisms most of us passively employ when we see traditional advertising [7, 47].
Therefore, personalised advertising is closely connected with consumer vulnerability.
Nowadays in the marketing strategy it is normal to use personalised advertising that
seeks to exploit consumer vulnerabilities, but is it legal?

Legal Aspects of Personalised Advertisements
that Seek to Exploit Consumer Vulnerabilities

From the perspective of consumer protection, unfair commercial practice law is
the most appropriate legal instrument which discusses the afore-mentioned problem.
Firstly, much personalised advertising is built on vulnerable consumer data and, with
this information, it is trying to influence consumer economic decisions. Secondly,
in the regulation of unfair commercial practices, consumer autonomy is a core value
[13, 83—122]. The rules seek to strike a complicated balance between empowering and
encouraging the consumer to take autonomous decisions and protecting consumers
from situations in which they are unable to protect themselves, either because they
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are in a position of vulnerability or because of the particular unfairness of the practice
[20, 1-18]. Therefore, this article puts forward a second thesis: personalised adver-
tising in combination with technological practice which seeks to exploit consumer
vulnerabilities may be recognised as unfair commercial practice according to the Unfair
Commercial Practice Directive.

The Directive defines the unfair commercial practice as aggressive when, in its
factual context, taking account all of its features and circumstances, by harassment,
coercion, including the use of physical force, or undue influence, it significantly impairs
or is likely to significantly impair the average consumers’ freedom of choice or conduct
concerning the product and thereby causes him or is likely to cause him to take a trans-
actional decision that he would not have taken otherwise. The provisions on aggressive
commercial practices should cover those practices which significantly impair the con-
sumers’ freedom of choice. Those are practices using harassment, coercion, including
the use of physical force, and undue influence (3, Recital 16; Article 8]. Even more, some
authors argue that it is highly possible that an artificial agent itselflearns how to exploit
vulnerabilities, from thousands of available data points and without anyone’s supervi-
sion or direct command, even if its task has been neutrally defined as “display the ad
to X persons with the highest possibility of clicking, at the moment when the chance
is the biggest” [8, 60]. Therefore, the risk of aggressive advertising which is exploiting
consumer vulnerabilities is becoming higher with every step of development of digital
technology, for example, at present actual artificial intelligence.

Thus, this article puts forward a third thesis — consumers need to be protected from
personalised advertising that seeks to exploit consumer vulnerabilities. But the process
of personalised advertising is so mysterious and complicated, besides covered by trade
secret, that it asks the question of how to fulfil consumer protection into practice.

Firstly, as aggressive commercial practices should cover such practices that signifi-
cantly impair the consumers’ freedom of choice, it is important to start with the empow-
ering of consumer free choice. G20 Consumer Summit Recommendation, 2017 focuses
on ten areas to build consumer trust in the digital area. One of them — the consumer
should be able to exert control over their personal data and privacy preferences [15, 125;
128]. Therefore, consumers must be provided with the possibility to choose what data
traders collect about them, to change the content and scope of data collection. It should
be possible to switch off unwanted personalised advertisements. If a trader does not
provide this, it is an essential sign that practice is unfair.

Secondly, the German Supreme Court has stated that if a person does not have
access to the information that forms the basis for certain advantages or disadvantages,
they cannot contest the way they are being treated. This makes it virtually impossible to
control the correctness of the data, contest the sorting into a certain profile, or object to
the profile process [4, 70]. Therefore, without adequate information and understanding,
the consumer cannot contest how he was treated developing and addressing him per-
sonalised advertisements. Transparent information about personalised advertising is
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essentially important for the consumer. Without this information, neither the consumer
nor the supervisory authorities cannot examine a trader’s practice of personalised adver-
tising. If a trader does not provide transparent information about personalised advertising,
it is an essential sign that practice is unfair.

Thirdly, with how the AdTech industry works today, personal data is being broad-
cast and spread with few restraints. The multitude of violations of fundamental rights
is happening at a rate of billions of times per second, all in the name of profiling and
targeting advertising [7, 183]. Everyone understands that broadcasting and spreading of
personal data is out of control, despite there being European Union regulation (Data and
Consumer Protection law) that finds it illegal. The Forbrukerradet’s study argues that
advertisers and publishers need to look toward alternative digital advertising methods
that respect fundamental rights [7, 7]. Political, legal, and technological debates need to
be launched on the need to change existing illegal practices. Comprehensive data col-
lection and sharing must be stopped, otherwise, such practice is an essential sign that it
is unfair. Besides, this practice violates data protection laws.

Fourth, with the widespread development and use of personalised advertising,
the market power of personalised advertising service providers inevitably increases, and
large data concentration or data monopoly is formed. If a trader uses this monopoly for
creating and offering personalised advertising, it makes a high risk of aggressive adver-
tising. Mak argues that concentration of consumer data in the hands of one trader can
be solved not only by “classical” consumer protection law but also by competition law [11,
274]. Therefore, the supervisory authorities have legal weapons for combating personalised
advertising that seeks to exploit consumer vulnerabilities, which is determined by using
consumer data monopoly. But the questions for the next study remain — why supervisory
authorities remain afraid to do this and what can be done to solve this problem of inertia.

Conclusion

1. Generally, personalised advertising is not an unfair commercial practice accor-
ding to the Unfair Commercial Practice Directive. On the contrary, persona-
lised advertising is part of technological progress, which is neither necessary
nor desirable to be stopped. However, it must be emphasised that despite the
benefits of personalised advertising, this process has a high risk that needs to
be controlled.

2. Personalised advertising in combination with other circumstances can be recog-
nised as an unfair commercial practice. For example, if personalised advertising
is based on consumer discrimination, vulnerability, manipulation or persona-
lised advertising is not transparent or consumer does not have a choice to turn
off or select data which he transfers to a trader. Also, in the situation when
a trader at personalised advertising uses a consumer data monopoly position
can lead to unfair commercial practice.
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3. This article is analysing legal aspects of personalised advertising that seeks to
exploit consumer vulnerabilities. The hypothesis of the article is confirmed.
Namely, consumers need to be protected from personalised advertising that
seeks to exploit consumer vulnerabilities.

4. The article identifies four ways that will improve or will provide consumer
protection from personalised advertising that seeks to exploit consumer
vulnerabilities.

5. Consumers must be provided with the possibility to choose what data traders
collect about them, to change the content and scope of data collection. It should
be possible to switch off unwanted personalised advertisements. If a trader does
not provide this, it is an essential sign that such practice is unfair.

6. Without transparent information about personalised advertising, neither
the consumer nor the supervisory authorities can examine a trader’s practice
of personalised advertising. If a trader does not provide transparent information
about personalised advertising, it is an essential sign that the practice is unfair.

7. Advertisers and publishers need to look toward alternative digital advertising
methods that do not use comprehensive data collection and sharing. It must
be stopped, otherwise, such practice is an essential sign that it is unfair.

8. With the widespread development and use of personalised advertising,
the market power of personalised advertising service providers inevitably inc-
reases, and large data concentration or data monopoly is formed. If a trader
uses this monopoly for creating and offering personalised advertising, it makes
a high risk of aggressive advertising.

9. The supervisory authorities have legal weapons for combating personalised
advertising that seeks to exploit consumer vulnerabilities, but the questions for
the next study remain — why supervisory authorities are afraid to do this and
what can be done to solve this problem of inertia.

Patéretaju tiesibas un personalizétas reklamas:
patérétaju ievainojamibas izmantosanas risks

Kopsavilkums

Vai Jas kadreiz esat sanémis biedéjosi personalizétas reklamas ar konkrétu precu
vai pakalpojumu piedavajumiem tiesi taja bridi, kad Jas domajat par $is preces vai pakal-
pojuma iegadi? Digitalajam tehnologijam ir liels pozitivs potencials, bet vienlaikus tas
rada daudzus to nekontroléjamas izmantosanas riskus. Tomér daudz lielakus draudus
nakotnei rada uzskats, ka pasreizéjais tehnologiju attistibas virziens ir neizbégams un
ka tehnologiju lietosanas negativas blaknes ir vienkarsi japienem. Si raksta ietvaros tiek
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analizéts viens no Siem riskiem, proti, tehnologiska prakse attieciba uz personalizétajam
reklamam, kuras balstas vai ir tendétas uz patérétaja mazaizsargatibas (ievainojamibas)
izmanto$anu, ka ari analizéta §is prakses tiesiska problematika un piedavati identificéto
problému risinajumi. Raksta tiek izvirzita hipotéze, ka patérétaji ir jaaizsarga no $adam
personalizétam reklamam, un piedavati Cetri tiesibu izpratnes veidi, kas varétu uzlabot
patérétaju tiesibu aizsardzibu no tam. Lai pilniba atklatu raksta meérki, papildus tiek
analizéts patérétaja mazaizsargatibas koncepts, savukart secinajumos apstiprinats, ka
meés visi varam but mazaizsargati kada konkréta situacija. Lidz ar to $is raksts ir aktuals
mums visiem.

Atslégvardi: personalizéta reklama, mazaizsargats patérétajs, negodiga komercprakse.
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